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Abstract 

The management of organisational information security (InfoSec) has gained importance due 

to the rise of new and sophisticated cyberthreats with technical measures alone no longer 

comprising effective organisational InfoSec. In addition to technical measures, organisations 

need to transform their employees into InfoSec-aware end-users who actively contribute to the 

maintenance and improvements of organisational InfoSec. It is imperative to develop a positive 

InfoSec climate in the workplace where priority of InfoSec-related matters is understood and 

recognised by all employees. 

The concept of an InfoSec climate focuses on the interactions between employees and their 

work environment, including the InfoSec behaviours performed by colleagues and by direct 

supervisors. These interactions promote the priority of InfoSec in the organisation. Improving 

the understanding of these interactions enables scholars and practitioners to design 

management models and strategies to develop people-centric InfoSec workplaces where 

employees receive InfoSec-related resources in a positive InfoSec climate. These interactions 

provide a social network within the workplace and their impact on the formation of an InfoSec 

climate is the focus of this thesis. Previously, most behavioural InfoSec studies have focused 

on the cognitive and behavioural aspects of employees as separate individuals. 

This thesis investigates the factors and mechanisms that contribute to the formation of an 

InfoSec climate by conducting a canonical action research (CAR) project in collaboration with 

a large construction enterprise in Vietnam. The business objective of this CAR project focused 

on improving the organisationôs InfoSec environment. A social network analysis (SNA) 

approach was used to examine the impacts of employeesô networks of InfoSec-related 

interactions on the formation of their perceptions of an InfoSec climate. The adoption of SNA 

methods also supported the achievement of the business objective. 

The CAR project consisted of four research stages which began with diagnosing InfoSec issues 

and understanding the critical factors and methods for effective InfoSec implementation in the 

Vietnamese context. At the end of the diagnosis stage, the project team decided to improve the 

InfoSec environment through a diffusion of InfoSec knowledge. In the action planning stage, 

SNA methods were employed to identify influential champions. These champions then 

received InfoSec training in the action taking stage and carried out the diffusion of InfoSec 
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knowledge at the end of this iteration. In the evaluation and reflection stage, SNA was 

performed to quantitatively evaluate the changes in the InfoSec environment and to examine a 

theoretical model which described the formation of employeesô perceptions of the InfoSec 

climate. 

The evaluationôs findings indicated that the InfoSec environment of the organisation had 

achieved the intended improvements, including the selected champions emerging as prominent 

sources of InfoSec support and InfoSec influence and employeesô provision of InfoSec support 

becoming more active after the championsô diffusion of InfoSec knowledge. The SNA findings 

further indicated that employees received InfoSec influence from colleagues they trusted and 

from those that provided them with work advice, organisational updates, personal advice and 

InfoSec support. Employeesô number of InfoSec influencers, department membership and 

champion status were identified as the factors that facilitated the InfoSec influence between 

them and contributed to improved perceptions of the InfoSec climate. In addition to the 

structural mechanisms of the InfoSec influence network, which contributed to InfoSec climate 

formation, employeesô perceptions of colleaguesô and direct supervisorsô InfoSec behaviours 

also had different formation mechanisms. 

This research provides contributions to practice, theory and methodology. It demonstrates the 

practical adoption of SNA approach to improve organisational InfoSec, through employing the 

approachôs methods and metrics to evaluate an InfoSec environment and to identify InfoSec 

champions. The research elaborates on the formation mechanisms of an InfoSec climate and 

extends theoretical knowledge on this formation process. The examination of theories about 

networks and social influence also suggests the influential traits of InfoSec champions. The 

methodological contributions focus on the separate and combined use of SNA methods with 

the CAR approach to investigate behavioural InfoSec-related phenomena. The research also 

proposes further improvements to the CAR approach. 
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Chapter 1: Introduction  

Information security (InfoSec) has become a priority for organisations in recent years, 

accompanying the increasing adoption of technology trends such as cloud computing (Ballabio 

2013), mobile devices and consumer technologies for work purposes (Harris, Ives & Junglas 

2011; Singh 2012) and big data (Constantine 2014; Everett 2015). In a survey by PwC (2016), 

59 per cent of more than 10,000 information technology (IT)/InfoSec executives reported their 

investment in InfoSec has been affected by the digitalisation of their businesses. In a survey 

conducted by EY (2017), 53 per cent of 1,735 C-suite leaders and IT/InfoSec executives 

reported an increased InfoSec budget, yet 87 per cent stated a lack of confidence in their 

organisationôs InfoSec. Reports by other InfoSec institutes have also found a pattern of 

increased organisational InfoSec budgets over the last three years (Cisco 2017; Filkins 2016; 

Ponemon Institute 2016). 

The recent worldwide increase in InfoSec spending was in response to the growing number of 

InfoSec threats associated with the adoption of mobile devices and cloud infrastructure, but 

was also prompted by security concerns regarding employees (Cisco 2017; EY 2017; Ponemon 

Institute 2016; PwC 2016; Symantec 2017). While the InfoSec threats from the adoption of 

mobile devices and cloud computing are linked to emerging technology trends and 

management practices such as Bring Your Own Device (BYOD), IT consumerisation and 

digitising workplace (Crossler et al. 2014; Harris, Ives & Junglas 2011; Miller, Voas & 

Hurlburt 2012; Niehaves, Köffer & Ortbach 2012; Thomson 2012; White 2012), InfoSec issues 

related to employees persist in modern organisations. Employees have been consistently 

regarded by scholars as the weakest link in organisational InfoSec (Bulgurcu, Cavusoglu & 

Benbasat 2010a; Crossler et al. 2013; Guo et al. 2011; Ifinedo 2014; Safa, von Solms & Futcher 

2016; Sasse, Brostoff & Weirich 2001; Warkentin & Willison 2009). In the context of ongoing 

worldwide efforts to improve organisational InfoSec, this thesis seeks to develop a practical 

and novel approach to improve the InfoSec environment through empowering its human-

related factors. 
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1.1 Research Overview 

I adopted a canonical action research (CAR) approach and collaborated with a large 

construction enterprise in VietnamðTTT Corporation (TTT)ðto improve their organisational 

InfoSec. In doing so, I examined the practical applications of social network analysis (SNA) 

methods to identify and utilise champions for the diffusion of InfoSec knowledge with the aim 

to increase employeesô provisions of InfoSec support and InfoSec influence in the workplace. 

Throughout the thesis I demonstrated the previously unexplored use of SNA methods to 

investigate the impacts of employeesô social networks on their InfoSec perceptionsða factor 

overlooked by traditional behavioural InfoSec research. In particular, I investigated the factors 

and mechanisms of the formation process of the InfoSec climate represented by employeesô 

perceptions of their colleaguesô and direct supervisorsô InfoSec behaviours (Chan, Woon & 

Kankanhalli 2005; Goo, Yim &  Kim 2014; Jaafar & Ajis 2013). 

The thesis offers organisational contributions concerning the application of SNA to evaluate 

and improve an InfoSec environment with network-based interventions by leveraging 

influential champions to diffuse InfoSec knowledge. Moreover, the thesis extends current 

knowledge about the determinants of employeesô InfoSec influence and the formation process 

of an InfoSec climate. Finally, this thesis provides methodological recommendations about the 

combined and separate uses of SNA methods and the CAR approach. 

1.2 Research Motivation 

The requirements for effective InfoSec management have extended beyond investing solely in 

technical measures (Anderson & Moore 2009; von Solms 2001), demanding attention be paid 

to socio-organisational facets of the workplace (Crossler et al. 2013; Willison & Warkentin 

2013). Consequently, it is crucial for organisations to gain the knowledge of how employees 

perceive organisational InfoSec and how they perform InfoSec behaviours (Padayachee 2012; 

Sommestad et al. 2014). 

Recent studies have investigated a wide range of employeesô InfoSec perceptions and 

behaviours such as InfoSec compliance (Herath & Rao 2009a; Lee, Larose & Rifon 2008; 

Siponen, Pahnila & Mahmood 2007; Siponen, Mahmood & Pahnila 2014; Vance, Siponen & 

Pahnila 2012) or InfoSec avoidance (Liang & Xue 2010). Other studies have examined reasons 

for employeesô careless mistakes or intentional misbehaviours (DôArcy & Devaraj 2012; Guo 
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& Yuan 2012; Siponen & Vance 2010; Workman, Bommer & Straub 2008). These studies 

identified the antecedents of both desirable and undesirable InfoSec behaviours, thereby 

enabling practitioners to formulate appropriate strategies to manage these behaviours. 

However, there remains a gap in the current body of knowledge on behavioural InfoSec which 

demands further investigation. 

The reason for this gap lies in prior studiesô focus on InfoSec behaviours and cognition of 

employees as separate individuals, overlooking the effects and features of the interactions and 

relationships between employees. Although InfoSec-related interactions and relationships have 

been examined by some studies, such as employeesô sharing of InfoSec advice (Safa, von 

Solms & Futcher 2016), social learning (Warkentin, Johnston & Shropshire 2011) or social 

influence (Herath & Rao 2009a; Ifinedo 2014), these interactions and relationships were also 

conceptualised as employeesô cognitive factors. Therefore, the individual employees were the 

main unit of analysis in these studies. 

The features of InfoSec-related interactions and relationships as a network have not been 

captured by prior studies, resulting in the omission of critical factors such as the roles of 

employees in these InfoSec-related networks and their social cliques. By shifting the research 

focus to the interactions and relationships that tie employees together, the effects of 

individualsô personal characteristics on their interactions or relationships can be identified. This 

enables holistic examination of InfoSec-related phenomena while accounting for 

characteristics of both the sender and receiver of an interaction or a relationship, instead of 

focusing on either of these ends as has been done in previous behavioural InfoSec research 

(i.e., studying how an individual employee perceives the environment and acts on his or her 

own perceptions). 

By shifting the research focus onto the networks of InfoSec-related interactions and 

relationships this thesis does not solely aim at filling  the current knowledge gap, but undertakes 

a problematisation approach (Alvesson & Kärreman 2007; Alvesson & Sandberg 2011; 

Sandberg & Alvesson 2010) to explore new research directions in the behavioural InfoSec 

field. The problematisation approach provides the method to identify and critically examine 

the assumptions of predominantly adopted theories, providing a basis for interesting and novel 

research questions. This problematisation approach will be elaborated on in the next chapter. 
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Exploring the proposed research directions requires a method to effectively analyse the 

networks of InfoSec-related interactions and relationships (e.g., provision of InfoSec support 

and InfoSec influence). SNA methods are most appropriate for analysing these networks 

(Borgatti, Everett & Johnson 2013; Hanneman & Riddle 2005; Otte & Rousseau 2002). I 

employed the SNA methods to design the interventions in a CAR project to enhance the 

InfoSec environment of a collaborating organisation. The potential of using SNA methods for 

advancing scholarly knowledge was examined by applying these methods to test a theoretical 

model that described the formation of the collaborating organisationôs InfoSec climate. The 

decision to study the formation of an InfoSec climate as the thesisô focal theoretical interest 

was in line with the collaborating organisationôs business objective, which aimed at improving 

their employeesô perceptions of the InfoSec environment. The perceptions of InfoSec climate 

describe how employees perceive their colleagues and direct supervisorsô InfoSec behaviours 

(Chan, Woon & Kankanhalli 2005; Goo, Yim &  Kim 2014; Jaafar & Ajis 2013). The 

motivations for this CAR project were, therefore, influenced by the collaborating 

organisationôs business objective. 

The research project was conducted in Vietnam, a developing country in Southeast Asia. In 

terms of internet penetration, Vietnam was ranked 13th in the world in 2016 with 52 per cent 

of the countryôs population having access to the internet (Internet Live Stats 2016). However, 

the current InfoSec landscape in Vietnam requires urgent attention. Vietnam was among the 

top five countries most vulnerable to computer viruses (Kaspersky 2014). A recent whitebook 

on IT in Vietnam (Vietnam MIC 2014) reported that only 30 per cent of organisations in the 

country had implemented InfoSec policies and protective measures. In 2016 and 2017, 

numerous InfoSec incidents impacted companies and crucial infrastructures in Vietnam 

including the countryôs international airport (Blake 2016; Lich 2016; Tuoi Tre News 2017). 

Recently, the Vietnamese Minister of Information and Communication pledged the dedication 

of resources and support until 2020 to improve the countryôs IT and InfoSec infrastructures 

(VietNamNet Bridge 2017). That InfoSec-related topics are pressing issues to organisations in 

Vietnam further motivated this thesis to explore the practical applications of SNA methods as 

an effective and efficient tool to improve organisational InfoSec in Vietnam. 
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1.3 Research Scope and Objectives 

1.3.1 Research Objectives 

I employed a CAR approach which pursues two types of objectivesðscholarly and business 

objectives. The scholarly objectives were to investigate the formation of an InfoSec climate 

and explore the applications of SNA methods for improving organisational InfoSec. The 

business objective of the collaborating organisation was to improve their InfoSec environment. 

1.3.2 Research Context 

For this CAR project, I collaborated with an industry partner, TTT1, one of the largest 

construction enterprises in Vietnam in operation since 1992. TTT focuses on delivering interior 

design and fitting to multinational clients in Vietnam and Myanmar, while its sister company, 

Gamma Chairs2, specialises in manufacturing and exporting high-quality furniture worldwide. 

TTT attracts 100 to 300 projects annually and employs more than 300 permanent full -time 

employees at three offices in Ho Chi Minh City and Ha Noi, and more than 800 skilled workers 

at the factory complex and various construction sites in Vietnam and Myanmar. TTT is 

respected by clients and competitors as an innovative construction enterprise in the interior 

design and fitting market in Vietnam. TTT prides itself on being the first construction company 

in Vietnam to adopt technologies such as customer relationship management and enterprise 

resource planning systems to support its operations. Most recently, the company pioneered the 

emerging eco-friendly architecture practices in Vietnam. 

Due to rapid growth, the top management at TTT started to improve the companyôs digital 

operations and corporate image. In doing so, they decided to pursue excellence in InfoSec 

governanceðInfoSec issues, which included employeesô inefficient and insecure use of 

confidential information and IT applications, had been identified by their staff. For example, 

the disorganised files and folders on the companyôs servers can hinder critical business 

processes such as project bidding and increase the risk of leaking confidential information. 

When I approached TTT and presented my thesis proposal, the top management found the 

                                            

1 http://www.tttcorporation.com 

2 http://www.gammachairs.com.vn 
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proposal aligned with their business objectives and agreed to collaborate with me in this 

research project. 

1.4 Research Questions 

In line with the research objectives formulated above, this thesis seeks to answer the following 

research questions: 

RQ1: What are the factors and mechanisms that contribute to the formation of an 

InfoSec climate? 

RQ2: How can SNA methods be used for improving organisational InfoSec? 

1.5 Research Contributions 

The contributions of this thesis fall into three groups, 1) organisational contributions, 2) 

theoretical contributions and 3) methodological contributions. 

This thesis produced organisational improvements in the InfoSec environment at TTT by 

increasing the provision of InfoSec support and InfoSec influence between employees. SNA 

methods were applied to conduct a risk assessment to quantitatively evaluate the InfoSec 

environment and to identify influential champions for the diffusion of InfoSec knowledge. TTT 

benefitted from the research, including through improved understanding of InfoSec 

implementation and receiving the materials and procedures developed from this thesis as a 

starting point for future InfoSec improvements. TTT also received a group of experienced 

champions who can continue to diffuse InfoSec knowledge in the future. Overall, the thesis 

demonstrated the applications of SNA methods to improve InfoSec environment with network-

based interventions and provided the selection criteria for appointing influential InfoSec 

champions. 

The thesis offered theoretical contributions by extending current knowledge about the 

determinants of InfoSec influence and about the mechanisms and factors that contributed to 

the formation of InfoSec climate. Specifically, I applied SNA methods to identify employeesô 

background characteristics and socialisation that increased their likelihood to exert InfoSec 

influence over each other. By doing so, I examined the theory of social power bases (Raven 

2008) in the InfoSec context and advanced knowledge about the selection criteria for InfoSec 

championsða neglected and under-researched topic with important implications. I further 
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explored the forming mechanisms of an InfoSec climate, offering explanations beyond the 

theoretical relationships between employeesô socialisation, social influence and climate 

perceptions (Ashforth 1985). Findings from SNA revealed the specific types of socialisation 

that indirectly contributed to the formation of an InfoSec climate through facilitating InfoSec 

influence between employees. Moreover, the InfoSec influence network had structural 

mechanisms which affected the occurrence of InfoSec influence, and employeesô climate 

perceptions were also found to have unique and changing tendencies over time. 

Methodological contributions concerning the combined and separate uses of the CAR approach 

and SNA methods were drawn from my reflection on the CAR process. I found that SNA 

methods can enhance the effectiveness and rigour of the CAR approach by helping researchers 

diagnose the organisational situations, design network-based interventions and provide 

network measures to quantitatively evaluate the interventionôs effectiveness. The use of SNA 

methods further facilitates action researcherïresearch client collaboration via the effective 

communication of network visualisations. I further compared the CAR approach with the 

collaborative practice research (CPR) approach (Mathiassen 2002) and proposed 

improvements to the CAR approach based on this comparison and on my reflection of the CAR 

project. 

1.6 Organisation of the Thesis 

This thesis is organised into nine chapters, illustrated in Figure 1.1 and summarised below. 
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Figure 1.1. Thesis Structure 

Chapter 1 introduces key elements such as research context, motivation, scope and objectives 

and research questions. Chapter 2 reviews the extant literature with a focus on employeesô 

InfoSec behaviours and perceptions. The chapter also explains the problematisation approach 

that motivates and shapes the thesisô research direction. Chapter 3 describes the research design 

and methods, focusing on the adoption of the CAR approach and the SNA methods. Chapter 4 

presents a detailed profile of TTT, the collaborating industry partner in this CAR project. The 

chapter also discusses the initial meeting between myself and TTTôs stakeholders from which 

the joint project properly commenced. Together, Chapters 2 to 4 establish the theoretical 

background and context of this thesis. 
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Chapter 5 describes the diagnosis stage of the CAR project consisting of two research actions. 

First, I performed a risk assessment with the department managers at TTT to diagnose the 

InfoSec issues in the workplace. Second, I conducted a case study with six external InfoSec 

experts in Vietnam to understand the critical factors and methods for InfoSec implementation 

in the Vietnamese context. These two actions were carried out as preparatory steps which 

provided feedback to the design of the InfoSec change program for TTT. 

Chapter 6 presents the action planning stage of the CAR project, where the decision and actions 

to identify the influential champions for the InfoSec change program were taken in 

consideration of the projectôs situation. At the end of this stage, 50 champions were identified 

using SNA methods and appointed for the InfoSec change program. Moreover, the networks 

of the provision of InfoSec support and InfoSec influence before the change program were 

analysed as a baseline for the evaluation of improvements. 

Chapter 7 describes the action taking stage of the CAR project, where the appointed champions 

received the InfoSec training to equip them with the necessary skills and knowledge for the 

diffusion of InfoSec knowledge to colleagues in their departments. 

Chapter 8 presents the evaluation and reflection stage of the CAR project, which took place 

four months after the diffusion of InfoSec knowledge launched at the end of the action taking 

stage. This evaluation and reflection stage evaluated the changes in the networks as 

representative of the provision of InfoSec support and InfoSec influence after the change 

program. I also performed a longitudinal SNA to explain the formation of employeesô InfoSec 

climate perceptions at TTT. 

Chapter 9 discusses the CAR projectôs research contributions, grouped into three categoriesð

organisational contributions, theoretical contributions and methodological contributions 

concerning the combined and separate uses of the CAR approach and the applied SNA 

methods. 
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Chapter 2: Literature Review 

This chapter reviews the relevant literature and introduces the major concepts, theories and 

frameworks in the behavioural InfoSec field. The chapter begins a review of the development 

of the InfoSec research field from solely focusing on technical measures to aiming to achieve 

effective InfoSec governance of all factors related to people, processes and technology. The 

theories that explain several types of employeesô InfoSec behaviours are then reviewed and 

emerging trends in the behavioural InfoSec research field are discussed. The chapter then 

discusses my adoption of the problematisation approach (Alvesson & Sandberg 2011) to 

explore new research directions in this field. The knowledge gained from this literature review 

combined with the problematisation process motivated an investigation into the formation of 

InfoSec climate by applying SNA methods. The structure of this chapter is illustrated in Figure 

2.1. 
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Figure 2.1. Structure of Chapter 2 

2.1 Overview of InfoSec Field 

The United States National Institute of Standards and Technology (NIST) defines InfoSec as 

óthe protection of information and information systems from unauthorized access, use, 

disclosure, disruption, modification, or destruction in order to provide confidentiality, integrity, 

and availabilityô (Kissel 2013, p. 94). InfoSec practitioners and researchers have also widely 

referred to the confidentiality, integrity and availability triad as a canonical definition of 
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InfoSec, referring to the objective of preserving these three facets of information (Anderson 

2003; Dhillon & Torkzadeh 2006; Huang, Lee & Kao 2006; ISO 2017; Parsons et al. 2010; 

Saint-Germain 2005; von Solms & van Niekerk 2013; Stanton et al. 2005). Moreover, InfoSec 

is often interpreted as concerning risk management activities (Blakley &  Mcdermott 2002; 

Dhillon & Torkzadeh 2006). 

The definition of InfoSec has changed over the past decade as the InfoSec research field has 

grown in importance and expanded its domains. For example, von Solms and von Solms (2005) 

state that the scope of InfoSec has grown beyond the protection of data, information and 

software to include critical business and legal implications. Similarly, InfoSec research is no 

longer considered a discipline solely focused on InfoSec technologies, but one that also 

comprises topics related to economics, psychology and management areas (Anderson & Moore 

2009; Crossler et al. 2013). The various dimensions of InfoSec research are discussed in the 

next section. 

2.1.1 The Dimensions of InfoSec Research 

Von Solms (2001) identified 13 dimensions of the InfoSec disciplineðstrategic/corporate 

governance, governance/organisational, policy, best practice, ethical, certification, legal, 

insurance, personnel/human, awareness, technical, measurement/metrics and audit. Da Veiga 

and Eloff (2007) developed an InfoSec governance framework that covered six major InfoSec 

domainsðleadership and governance, security management and organisation, security 

policies, security program management, user security management and technology protection 

and operations. Wu and Saunders (2011) compared da Veiga and Eloffôs (2007) work with the 

framework described by the NISTôs Special Publication 800 series and incorporated the budget 

dimension into the existing InfoSec framework. 

Zafar and Clark (2009) reviewed and matched the InfoSec research topics published in the 

Basket of Eightôs information systems journals with the IBM Information Security Framework 

(IBM 2006). They then categorised InfoSec research into nine themesðInfoSec governance, 

privacy, threat mitigation, transaction and data integrity, identity and access management, 

application security, physical security, personnel security and InfoSec economics (Zafar & 

Clark 2009). Blake and Ayyagari (2012) conducted text analysis to identify the topics of 

InfoSec research by examining publicationsô contents. Based on the keywords derived from 

these publications, Blake and Ayyagari (2012) found 10 InfoSec research topicsðsecurity 
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design and management, confidentiality and integrity, behavioural aspects of security, user-

level security, preventive and detective controls, database security, assessment, research 

methodology, information protection and reuse and privacy. Most recently, Silic and Back 

(2014a) combined Zafar and Clarkôs (2009) InfoSec themes with the ISO27002 model and 

determined 13 InfoSec research themes (shown in Table 2.1). 

Table 2.1. InfoSec Research Themes 

Main theme Sub-themes 

Risk assessment Risk analysis Risk estimation 

Risk identification and 

management 

Risk evaluation 

Privacy Policy, practices and controls Data, rules and objects 

Privacy and information 

management strategy 

 

Information security 

governance 

Strategy and information 

security policy 

Information security 

advisory 

Governance structure  

Framework and standards  

Asset management Site management Physical asset management 

Human resources security Workforce security Workforce education 

Organisational culture  

Physical and environmental 

security 

Physical asset management Deterrence 

Environmental security Detection 

Identification  

Human response  

Communications and 

operations management 

Operational procedures and 

responsibilities 

System planning and 

acceptance 

Third party delivery 

management 

 

Access control Identity proofing Identity lifecycle 

management 

Access control  

Information systems 

acquisition, development and 

maintenance 

Systems development life 

cycle 

Application development 

environment 

Protocols  

Information security incident 

management 

Network segmentation and 

boundary protection 

Content checking 

Vulnerability management Incident management 

Business continuity 

management 

Business Process transaction 

security 

Message protection 

Secure storage 

Database security Systems integrity 

Knowledge management 

Compliance Compliance program Standards, laws and 

regulations Information security policies 

Economics Information security 

investment 

Consumer choice 

Innovation 

Marketing 

Adopted from Silic and Back (2014a, p. 290). 
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Overall, there are several overlapping InfoSec domains and dimensions in the previous research 

frameworks and industry standards. Von Solms (2006) summarises the development of the 

InfoSec field as having progressed through four ówavesô. The first wave focused on the 

technical InfoSec issues and their preventive measures, the second wave addressed the policies 

and management of organisational InfoSec, the third wave covered best practices and 

emphasised the development of InfoSec culture, and the fourth wave focused on developing 

effective InfoSec governance frameworks that oversee all InfoSec-related matters (von Solms 

2006). Based on four major InfoSec issuesðaccess to InfoSec, secure communication, security 

management and developmentðSiponen and Oinas-Kukkonen (2007) found InfoSec research 

that contributed to these four issues fall into the organisational, conceptual and technical levels. 

The organisational level concerns aspects of human employees such as their behaviours and 

the policies to manage these employees. The conceptual level focuses on implementation-

independent specification for InfoSec such as the techniques for modelling InfoSec constraints. 

The technical level addresses the implementation of technical measures such as encryption 

algorithms (Siponen & Oinas-Kukkonen 2007). 

An important dimension of InfoSec research is end-users. The management of end-usersô 

InfoSec awareness and compliance with InfoSec policies is an integral part of InfoSec 

governance, which is the focus of the fourth wave development of the behavioural InfoSec 

field (von Solms 2006). Studies concerning end-user InfoSec contribute to the organisational 

level of workplacesô InfoSec (Siponen & Oinas-Kukkonen 2007). The research theme focusing 

on end-user InfoSec is mentioned across research frameworks and industry standards under the 

names of personnel/human (von Solms 2001), user security management (da Veiga & Eloff 

2007), personnel security (Zafar & Clark 2009), people (Wu & Saunders 2011) and human 

resources security (Silic & Back 2014a). 

The research domain of end-user InfoSec is complex, containing various topics on end-usersô 

psychology and behaviours (Anderson & Moore 2009; Silic & Back 2014a; da Veiga & Eloff 

2007; Wu & Saunders 2011) and it has emerged as a critical subfield of InfoSec research 

(Crossler et al. 2013). This thesis, with the aim of understanding and influencing the formation 

of an InfoSec climate through the applications of SNA methods to enhance employeesô 

provision of InfoSec support and InfoSec influence, contributes to this behavioural InfoSec 

research field. 
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2.1.2 The Development of the Behavioural InfoSec Field 

End-users had been examined in the context of InfoSec before being recognised as a critical 

domain of InfoSec research and InfoSec governance. For example, end-usersô InfoSec 

behaviours were categorised as a form of organisational InfoSec threats, which can be internal 

(e.g., disgruntled employee, bad data entered and modified data) and external (e.g., hackers 

and competitors) (e.g., Loch, Carr & Warkentin 1992; Loch & Carr 1991; Wilson, Turban & 

Zviran 1992; Wood & Banks Jr 1993). Insider threats received the most attention at that time 

and Straub (1990) developed the well-known general deterrence theory (GDT) in the InfoSec 

context, that internal InfoSec violations can be deterred by end-usersô perceptions of the 

sanctions for their potential violations. Goodhue and Straub (1991) proposed and tested a 

theoretical model for end-usersô psychological satisfactoriness of InfoSec measures, finding 

little about the predictors of such satisfactoriness. The theoretical models proposed by Straub 

(1990) and Goodhue and Straub (1991) were the first attempts to understand end-usersô 

perceptions of InfoSec-related matters. 

End-usersô psychological factors and processes related to InfoSec gradually received more 

attention from practitioners and researchers. Of these factors, end-usersô InfoSec awareness 

emerged as a key topic discussed in many academic publications and industry guidelines (e.g., 

Gaunt 2000; Hawkins, Yen & Chou 2000; Guttman & Roback 1995; Sasse, Brostoff & Weirich 

2001; Siponen 2000a, 2000b, 2001; Thomson & von Solms 1998; Wood 2000). Kabay (1994) 

looked beyond insider threats and discussed a variety of psychological factors and processes 

(i.e., persuasion, compliance, group and prosocial behaviours) and suggested taking these 

factors and processes into consideration when implementing InfoSec policies. Harrington 

(1996) found that codes of ethics could affect specific InfoSec abuses (e.g., sabotage, fraud and 

viruses) and suggested InfoSec managers implement ethics codes to strengthen their effects 

through top management support and continuously reminding end-users about the 

consequences of InfoSec abuses. Adams and Sasse (1999) argued that end-users should not be 

viewed as the enemies of organisational InfoSec and emphasised user-centred InfoSec practices 

to motivate end-usersô cooperation in maintaining organisational InfoSec. 

Dhillon and Backhouseôs (2001) literature review called for more research on the socio-

organisational concepts related to InfoSec. End-user InfoSec awareness remained an under-

researched area of human-related InfoSec concepts. From 2000 onwards, theoretical 

frameworks and models for determining the socio-organisational factors of end-usersô InfoSec 
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behaviours were developed and validated, enriching the knowledge on this area (e.g., Aytes & 

Connolly 2004; Chan, Woon & Kankanhalli 2005; Doherty & Fulford 2005; Leach 2003; Lee, 

Lee & Yo 2004; Schultz 2002; Stanton et al. 2003). Of particular importance was Stanton et 

al.ôs (2005) research, which classified InfoSec behaviours into six types according to end-

usersô expertise (expert or novice) and their intention (malicious, neutral or benevolent), the 

taxonomy of which is illustrated in Figure 2.2. 

 

Figure 2.2. Taxonomy of End-Usersô InfoSec Behaviours 

Adopted from Stanton et al. (2005, p. 127). 

InfoSec behaviours can be intentional destruction or detrimental misuse, dangerous tinkering 

or naive mistakes, and aware assurance or basic hygiene, depending on end-usersô level of 

technical skills (Stanton et al. 2005). Stanton et al. (2005) provided several examples for each 

of these InfoSec behaviours, such as sabotage or stealing data (intentional destruction), sending 

spam messages (detrimental misuse), configuring companyôs network (dangerous tinkering), 

setting weak passwords (naive mistakes), InfoSec compliance (basic hygiene) and notifying 

InfoSec vulnerabilities (aware assurance). Based on this taxonomy of end-usersô InfoSec 

behaviours, future research can focus on identifying the antecedents and consequences of each 

type of InfoSec behaviours. 
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2.1.3 Studies on InfoSec Behaviours 

From 2005 onwards, a substantial number of studies identified the antecedents and 

consequences of end-usersô InfoSec perceptions and behaviours contributing to the effective 

management of InfoSec. Most studies emphasised end-usersô compliance or compliance 

intention, while some investigated InfoSec violations or intention to commit InfoSec abuses. 

For example, Siponen, Pahnila and Mahmood (2007) determined the antecedents of end-usersô 

intention to comply and actual compliance. These antecedents were end-usersô perceptions of 

the InfoSec threats, perceived protective measureôs effectiveness (i.e., response efficacy), self-

efficacy and perceived sanctions. Further research (Pahnila, Siponen & Mahmood 2007) 

identified end-usersô attitude towards InfoSec, normative beliefs, perceived facilitating 

conditions, habits and rewards as additional factors of actual compliance and compliance 

intention. These findings were replicated and expanded on by later studies (Bulgurcu, 

Cavusoglu & Benbasat 2010a; Herath & Rao 2009a, 2009b; Johnston & Warkentin 2010; Lee, 

Larose & Rifon 2008; Ng, Kankanhalli & Xu 2009; Son 2011; Vance, Siponen & Pahnila 

2012). Other factors contributing to end-usersô InfoSec compliance and compliance intention 

were also determined, such as moral reasoning and values (Myyry et al. 2009), national culture 

(Dinev et al. 2009), management support (Posey, Roberts et al. 2011), perceived technical 

protection (Zhang, Reithel & Li  2009) and social learning (Warkentin, Johnston & Shropshire 

2011). 

Alongside the focus on predicting InfoSec compliance and compliance intention, other types 

of end-usersô InfoSec behaviours and perceptions were investigated. For example, researchers 

explored characteristics of InfoSec policies and their impacts on end-usersô engagement with 

policies (Boss et al. 2009; Bulgurcu, Cavusoglu & Benbasat 2010b; Foltz, Schwager & 

Anderson 2008; Shaw et al. 2009). Liang and Xue (2010) examined the effects of end-usersô 

threat and coping appraisals on their InfoSec avoidance behaviour, and Rhee, Kim and Ryu 

(2009) focused on the antecedents of self-efficacy and its impacts on end-usersô technical 

InfoSec practice, intention to strengthen InfoSec and care for InfoSec behaviours. 

With regard to undesirable InfoSec behaviours, Workman, Bommer and Straub (2008) found 

that threat and coping appraisals can reduce end-usersô omission of InfoSec measures. DôArcy 

and Hovav (2008) and DôArcy, Hovav and Galletta (2009) investigated end-usersô InfoSec 

misuse and found that InfoSec training and monitoring, InfoSec awareness, moral judgement, 

self-efficacy and virtual status deterred such misuse and its behavioural intention. Hovav and 
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DôArcy (2012) found similar findings, but the results were varied across the American and 

Korean samples, suggesting the impact of cultural values on deterrent effects. Further, studies 

have identified the antecedents of malicious and non-malicious InfoSec misbehaviours, such 

as perceived benefits (Hu et al. 2011), neutralisation techniques (Siponen & Vance 2010), 

perceptions of organisational justice and computer monitoring (Posey, Bennett et al. 2011), 

perceived lack of attributed trust (Posey, Bennett & Roberts 2011), attitude, workgroup norm, 

perceived risks and sanctions (Guo et al. 2011) and self-justification (Kajtazi et al. 2013). 

2.1.4 Current Trends in Behavioural InfoSec Research 

By 2012, the behavioural InfoSec field had achieved some level of maturity as systematic 

reviews and opinion articles begun to appear and consolidate research findings within the field 

(e.g., Crossler et al. 2013; Guo 2013). For example, DôArcy and Herath (2011) synthesised 

prior researches adopting GDT (Straub 1990) which had produced inconsistent findings about 

the deterrent effects on InfoSec misbehaviours, and DôArcy and Herath (2011) suggested 

exploring contingency variables to explain such inconsistency. 

Padayachee (2012) forwarded a taxonomy which summarised the factors motivating InfoSec 

compliant behaviours. This taxonomy followed self-determination theoryôs (Deci & Eghrari 

1994; Gagné & Deci 2005) premises that human behaviours are driven by the five types of 

motivationðexternal regulation, introjection, identification, integration and intrinsic 

motivations (see Figure 2.3). 

Amotivation describes the state of lacking motivations which leads to having no intentions for 

performing behaviours (Gagné & Deci 2005). People feel motivated and develop behavioural 

intentions when they realise rewards and punishments (i.e., external regulations), while others 

may feel motivated to take actions as their self-esteem and ego are involved in performing the 

tasks (i.e., introjected regulations). 

It must be noted that people motivated by introjected regulation are still controlled by a form 

of extrinsic motivation (e.g., performing a behaviour because that behaviour makes the person 

feel worthy) (Gagné & Deci 2005). With identified regulation people have greater freedom as 

they are motivated to perform behaviours which match their goals and identities (e.g., being a 

doctor implies having to take care of patients). Moreover, people motivated by integrated 

regulation fully understand that their behaviours are integral parts of their personal identities 

(e.g., people who work as nurses while being comfortable with taking care of others in general) 
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(Gagné & Deci 2005). Opposite to amotivation is intrinsic motivation, the state of being 

motivated to perform behaviours solely by the enjoyment and autonomy of doing so. The 

enjoyment in performing behaviours distinguishes intrinsic motivation from integrated 

motivation (Gagné & Deci 2005). 

Based on Gagné and Deciôs (2005) self -determination theory, Padayacheeôs (2012) taxonomy 

categorised the antecedents of InfoSec behaviours into extrinsic motivation (e.g., deterrence, 

rewards, social climate, threat and coping appraisals) and intrinsic motivation (e.g., 

commitment, competence and ethical). Further, amotivation (e.g., apathy, resistance, low self-

control and incompetence) can lead to undesirable InfoSec behaviours (Padayachee 2012). 

 

Figure 2.3. The Self-Determination Continuum 

Adopted from Gagné and Deci (2005, p. 336). 

Sommestad et al. (2014) and Silic and Back (2014a) both conducted systematic InfoSec 

literature reviews, with the former focused specifically on behavioural InfoSec. Sommestad et 

al. (2014) produced a list of the best predictors of InfoSec compliance and noncompliance 

(actual and intention to perform) (i.e., absolute Beta coefficient of impact on InfoSec 

compliance and misuse Ó 0.25) and worst predictors (i.e., absolute Beta coefficient of impact 

Ò 0.10), as summarised in Table 2.2. 
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Table 2.2. Predictors of Compliance and Noncompliance (Actual and Intention to 

Perform)  

Predictor 

Actual behaviour 

Intention to perform 

behaviour 

Compliance Incompliance Compliance Incompliance 

Attitude   8 2 

Perceived behavioural control   1 1 

Descriptive norm   1  

Subjective norm   8 2 

Intention to comply 2    

Intention to misuse  1   

Perceived celerity of sanctions    1 

Perceived certainty of sanctions 1  2 2 

Perceived severity of sanctions 1  2 2 

Perceived cost of noncompliance 1  1  

Self-efficacy 2  5  

Response cost   2  

Response efficacy   4  

Perceived benefits of 

noncompliance 
1  2 1 

Perceived vulnerability   3  

Perceived severity of incident   2  

Threat appraisal   1  

Attachment    1 

Involvement    1 

Organisational commitment   1 1 

Perceived extrinsic benefits    1 

Perceived formal risk    3 

Perceived informal risk    4 

Perceived intrinsic benefits    1 

Perceived risk of shame    3 

Awareness program    1 

Computer monitoring    1 

Conservation 1  1  

Conventional reasoning 1  1  

Habits   1  

InfoSec policies    1 

InfoSec policy fairness   1  

InfoSec policy quality 1  1  

Moral beliefs    3 

Neutralisation    2 

Openness to change 1  1  

Perceived identity match    1 

Perceived InfoSec climate 1    

Perceived justice of punishment   1  

Perceived legitimacy 1    
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Perceived usefulness   1  

Perceived value congruence 1    

Preventive security software    1 

Satisfaction   1  

Self-defence intention  1   

Visibility    1  

Adopted from Sommestad et al. (2014, pp. 52ï56). The table contains 46 variables extracted from 29 studies 

conducted between 1996 and 2011 which Sommestad et al. (2014) deemed acceptable for inclusion in their review. 

The figures indicate the number of studies that examined these variables. 

Sommestad et al.ôs (2014) and Padayacheeôs (2012) reviews both contained three theoretical 

models predominantly adopted by prior studiesðthe theory of planned behaviour (TPB) 

(Ajzen 2011a), GDT (Straub 1990) and protection motivation theory (PMT) (Rogers 1975). 

Less commonly adopted theories were social control theory (Hirschi 1969) and rational choice 

theory (Paternoster & Simpson 1996). The literature reviews focusing on InfoSec behaviours 

conducted by Lebek et al. (2014) and Warkentin and Mutchler (2014) confirmed TPB, GDT 

and PMT as the key theories most frequently adopted in the behavioural InfoSec field. 

While several studies from 2011 onwards continued to examine and extend the predominantly 

adopted theoretical models (Burns et al. 2017; Hanus & Wu 2016; Ifinedo 2014; Siponen, 

Mahmood & Pahnila 2014; Sommestad, Karlzén & Hallberg 2015a, 2015b; Vance, Siponen & 

Pahnila 2012; Warkentin et al. 2016), others explored the contributing factors of InfoSec 

behaviours which reflect more of end-usersô personal characteristics. For example, Kajzer et 

al. (2014), Shropshire, Warkentin and Sharma (2015), McCormac et al. (2016) and ¥ĵ¿t¿, 

Testik and Chouseinoglou (2016) investigated end-usersô unique personalities and their 

impacts on InfoSec perceptions and behaviour. 

A closer examination of current trends reveals another change of focus in the behavioural 

InfoSec field; there is now more focus on end-usersô interactions with the InfoSec environment. 

Willison and Warkentin (2013) adjusted the security action cycle originally developed by 

Straub and Welke (1998) to add ópre-kinetic eventsô. The original security action cycle (Straub 

& Welke 1998) described four security actionsðdeterrence, prevention, detection and 

remediesðshown in Figure 2.4. 
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Figure 2.4. Security Action Cycle 

Adopted from Straub and Welke (1998, p. 446). 

The adjustment of the security action cycle proposed by Willison and Warkentin (2013) added 

the pre-kinetic events component before the deterrence action (shown in Figure 2.5). They 

explained that pre-kinetic events can result from the interaction between employees and their 

organisation, including employeesô positive perceptions of a workplace where potential 

perpetrators do not have any motives to commit InfoSec violations. Pre-kinetic events also 

include the negative perception of organisational injustice, disgruntlement or dissatisfaction 

and neutralisation (i.e., mechanisms of moral disengagement that justify employeesô 

violations) which can develop the intention to commit InfoSec violations (Willison & 

Warkentin 2013). 


