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Abstract

The management of organisational information security (InfoSecydiaedimportance due

to therise of new and sophisticated cyliereatswith technical measures alone no longer
comprisingeffective organisational InfoSec. In addition to technical measorganisations

need to transform their employees into Info@e@re endisers who actively contribute to the
maintenance and improvements of organisational InfoSec. It is imperative to develop a positive
InfoSec climate in the workplace where prionityinfoSecrelated matters is understood and

recognised by all employees.

The concept ofin InfoSec climate focuses on the interactions between employees and their
work environment, including the InfoSec behaviours performed by colleagues and by direct
supevisors. These interactions promote the priority of InfoSec in the organisation. Improving
the understanding of these interactions enables scholars and practitioners to design
management models and strategies to develop peeptec InfoSec workplacewhere
employees receive InfoSeelated resourceas a positive InfoSec climate. These interactions
provide a social network within the workplace and their impact on the formation of an InfoSec
climate is the focus of thiesis Previously mostbehavioural InfoSec studies have focused

on the cognitive and behavioural aspects of employees as separate individuals.

This thesisinvestigats the factors and mechanisms that contribute to the formatiamn of

InfoSec climatdy conducting a canonical &en research (CAR) project in collaboration with

a large construction enterprise in Vietham. The business objective of this CAR project focused

on i mproving the organisationdés I nfoSec eny
approach was used to exam@ t he | mpact s of e mp tretateéd e s 6 n
interactions on the formation of their perceptionsmwinfoSec climate. The adoption of SNA

methods also supported thehievement of theusiness objective.

The CAR project consisted of four resgdastagesvhich began with diagnosing InfoSec issues
and understanding the critical factors and methods for effective InfoSec implementation in the
Vietnamese context. At the end of diagnosis stagehe project team decided to improve the
InfoSec envionment through a diffusion of InfoSec knowledge. Indbgon planning stage

SNA methods were employed to identify influential champiofisese championsthen

received InfoSec training in thection taking stagand carried out the diffusion of InfoSec

XVi



knowledge at the end of this iteration. In tbealuation and reflection stag€NA was
performed to quantitatively evaluate the changes in the InfoSec environment and to examine a
theoretical mo d e | which descri befdthetnfoSec f or ma

climate.

T he ev a lindiags indicatédthat the InfoSec environment of the organisation had
achieved the intended improvemeimsluding the selected champions emerging as prominent
sources of InfoSec support and InfoSec influencecandp | oyees d provisi on of
becommngmor e active after the championsoé diffusi
further indicated that employees received InfoSec influence from colleagues they trusted and
from thosethatprovided them wh work advice, organisational updates, personal advice and
InfoSec supportEmp| oyeesd number of |l nfoSec influen
champion status were identified as the factors that facilitated the InfoSec influence between
them and contribtied to improved perceptions diie InfoSec climate. In addition to the

structural mechanisms of the InfoSec influence network, which contributed to InfoSec climate
formati on, empl oyeesd perceptions of <coll eac
also had different formation mechanisms.

This research provides contributions to practice, theory and methodology. It demonstrates the
practical adoption of SNA approach to improve organisational InfaS@zigh employing the
approachoés methods and metrics to evaluate :
champions. The research elaborates on the formation mechanismgfSec climate and

extends theoretical knowledga thisformation proces. The examination of theories about

networks and social influence also suggests the influential traits of InfoSec champions. The
methodological contributions focus on the separate and combined use of SNA methods with

the CAR approach to investigate belmawal InfoSeerelated phenomen&he researclalso

proposes further improvements to the CAR approach.
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Chapter 1: Introduction

Information security (InfoSec) has becoraepriority for organisationsin recent years
accompanyinghe increasing adoption tdchnology trends such as cloud computing (Ballabio
2013), mobile deviceandconsumer technologies for work purpogesarris Ives & Junglas
2011; Singl012)and big data (Constantine 2014; Everett 20basurvey by PwC (206),

59 per cent of more than 10,0@ormation technology (IT)nfoSecexecutiveseported their
investment innfoSechas been affected by tlaggitalisationof their businesss In a survey
conducted by EY (201763 per cent of 1,735 -Guite leadersand ITAnfoSec executives
repored an increasednfoSecbudget, yet 87 per cestated alack of confidence in their
or gani $nto$ec Bapdrts by othelnfoSec institutes have alsofound a pattern of
increasedrganisationalnfoSecbudges over thelast three years (Cisco 2017; Filkins 2016;
Ponemorinstitute2016).

The recentvorldwideincrease innfoSecspendingvas in response the growing numbeof
InfoSecthreats associated with tlagloption ofmobile devicesandcloud infrastructurebut
wasalso prompted by security concerns regaréimgployes (Cisco 2017EY 2017; Ponemon
Institute 2016; PwC 2016; Symantec 2017). While thioSec threats from the adoption of
mobile devices and cloud computingre linked to emerging technology trends and
management practices suchBreng Your Own Device(BYOD), IT consumerisatiormand
digitising workplace (Crossler et al. 2014; Harriges & Junglas2011; Miller, Voas &
Hurlburt2012; NiehaveKoffer & Ortbach2012; Thomso2012; White 2012)nfoSecissues
related toemployeespersist in modern organisationEmployeeshave beenconsistently
regarded byscholarsas the weakest linkh organisationalnfoSec(Bulgurcy Cavusoglu&
BenbasaP010a; Crossler et al. 2013; Guo et al. 2011, Ifinedo 2014, Safa, von &élatsher
2016; SasseaBrostoff & Weirich2001; Warkentir& Willison 2009) In the context of ongoing
worldwide efforts to improve organisationaifoSeg this thesisseeksto dewelop a practical
and novel approacto improve thelnfoSec environment through empowerints human

relatedfactors



1.1 ResearchOverview

| adopted acanonical action research (CAR) approach aotlaborate with a large
corstruction enterprise in ViethaiTTT Corporaton (TTT)d to improve theiorganisational
InfoSec In doing so, lexaminel the practical @plicationsof social network analysis (SNA)
methods to identify andtilise championgor thediffusion of InfoSecknowledgewith the aim

toincreasee mp | o pravisiangdf InfoSecsupportandinfoSecinfluencein the workplace

Throughout the thesis | demonstihtie previously unexploreduse of SNA methods to
investigatethe impacts o mp | o soeia refivorkon their InfoSecperceptiond a factor
overlooked by traditional behavioudafoSecresearchlin particular | investigatedhefactors

and mechanisms of tHermationprocess othe InfoSecclimaterepresented bg mp| oy e e s 0
perceptions otheir colleagueéand direct supervisodsnfoSec behaviour§Chan Woon &
Kankanhalli2005; GogYim & Kim 2014; Jaadr & Ajis 2013)

The thesis offers organisational contributi@mesicering the applicatiorof SNA to evaluate

and improve an InfoSec environment with netwbdsed interventiondy leveraging
influential champions to diffuse InfoSec knowledge. Moreover, the thesis extends current
knowledge about the determinantseomp | oy ees 6 | n f thesfermatianpnotessu e n ¢ e
of anInfoSec climateFinally, this thesis provides methodugical recommendations about the

combined and separate use$SHIA methods and the CAR approach.
1.2 ResearchM otivation

Therequirementgor effectivelInfoSecmanagemertiaveextended beyonuhvestingsolelyin
technical measurganderson& Moore 2009yon Solms 2001)demandhg attentionbe paid
to socieorganisationafacetsof the workplacgCrossler et al. 2013; Williso& Warkentin
2013).Consequentlyit is crucial for organisations to gain the knowledge of leouployes
perceive organisationatfoSecandhow theyperforminfoSecbehaviour§Padayachee 2012;
Sommestad et al. 2014)

Recent studies havivestigateda wide range ofemployes dnfoSec perceptions and
behaviours such dsfoSeccompliance(Herath& Rao 2009a; Leelarose& Rifon 2008;
Siponen Pahnila& Mahmood2007 Siponen, Mahmoo& Pahnila2014; VanceSiponen&
Pahnila2012)or InfoSecavoidancéLiang & Xue 2010) Other studies hawexaminedeasons

for employesdcareless mistakes ortentionalmisbehaviour§¢ D 6 A& [Reyaraj 2012; Guo



& Yuan 2012; SiponeR: Vance 2010; WorkmgrBommer & Straul2008) These studies
identified the antecedents of both desirable and undesitafii8ec behaviours thereby
enabing practitioners to formulate appropriate strategies to marthgee behaviours
However, thereemairs agapin the current body of knowledgs behaviouralnfoSecwhich

demand further investigation

The reason for thigaplies in prior s t u dfoces o@infoSecbehavioursand cognition of
employeessseparate individual®verlookng theeffects and features die interactions and
relationships betweamployes. AlthoughinfoSecrelated interactions and relationshiyzs/e
beenexaminedby somestudies such axe mp | oy e e s 6InfoSdt advice r{Safayorf
Solms& Futcher2016), social learning (Warkentidohnston& Shropshire2011) or social
influence(Herath& Rao 2009a; Ifinedo 2014)hesenteractions and relationshipgerealso
conceptualisedsemployes 6 ¢ o factorstTherefae, the individualemployes werethe

main unit of analysif these studies.

The featuresof InfoSecrelated interactions and relationshigs a networkhave not been
captured by prior studigsesulting inthe omission ofcritical factorssuch asthe roles of
employees intheselnfoSecrelatednetworksand th& social cliquesBy shifting theresearch
focus to the interactions and relationshipthat tie employes together,the effects of
individuals 6 p echasaoteristitentheir interactions or relationshipan bdadentified This

enables holistic examiration of InfoSecrelated phenomenawhile accounting for

characteristics oboth the senderand receiveof an interaction or a relationshimstead of
focusing on either of these endshas beerdone inpreviousbehaviouralinfoSecresearch
(i.e., studying howan individual employeeperceives the environment and actshisor her

own perceptions

By shifting the researchfocus omo the network of InfoSecrelated interactions and
relationshipghis thesis does nablelyaim atfilling the current knowledge gaput undertakes
a problematisation approach (Alvessén Karreman 2007; Alvesso& Sandberg 2011,
Sandberg& Alvesson 2010) to explore nemeserch directions in the behaviouraifoSec
field. The problematisatiorapproach provides thmethodto identify and critically examine
the assumptions of predominantly adopted theopies;iding a basis fanterestingand novel

research question§his problematisation approaetill beelaboratd onin the next chapter.



Exploring the proposed research direciaequiresa method toeffectively analysethe

networks oflnfoSecrelated interactions and relationshijesg., provisionof InfoSecsupport

and InfoSecinfluencg. SNA methodsare most appropriate for analysitigesenetworks

(Borgatti, Everett& Johnson2013; Hannemai& Riddle 2005; Otte& Rousseau 2002)

employed theSNA methodsto designthe interventios in a CAR projectto enhancethe
InfoSecenvironmenbf a collaboratingprganisationThe potential of using SNA methods for
advancingscholarlyknowledgewasexaminedoy applyingthese methods testa theoretical

modelthat describedhe formation ofthe collaboratingo r g a n i m@3ecchnaté.$he

decision to study the formation ehInfoSecc | i mat e as t he tifltegesti sbé6 f C
wasin linewiththecollabo r at i n g o0 bugiressiolgeative, vehitchbasmed at improving

thare mp | oy e e s 0 of heinfoSexgntironmentThe perceptions dhfoSecclimate

describe hovemployees perceieh ei r col | eagues InfaSecbehdvioure ct s u
(Chan Woon & Kankanhalli 2005; Gog Yim & Kim 2014; Jaafar& Ajis 2013) The

motivatiors for this CAR project were, therefore,influenced by the collaborating

Or g ani Buaresobjectve

Theresearch projeavas conducted in Vietnam, a developing coumroutheast Asia.ln

terms ofinternetpenetration, Vietham was ranked 18iithe world in 2016 with 52qr cent

of t he ¢ oun thavipgdxesptotpatdrnatiiniernat Live Stats 2016). Howave

the currentinfoSeclandscape in Vietnam requires urgent attention. Vietham was among the
top five countriesnost vulnerale to computer viruses (Kaspersky 2014 yecentwhitebook

onIT in Vietnam (Vietnam MIC 2014)eportedthat only 30 per cent of organisations in the
country had implementethfoSec policies and protective measures. In 2016 and 2017,
numerousinfoSec incidents impaced companies and crucial infrastructsran Vietham
includingt he countryo6s (Blake 016) hich 20167 @aol Tre dléws 20D7). t
Recently, theViethameseaMinister of Information and Communicatigmedgedthe dedication

of reources and suppoat n t i | 2020 t o i mpndlofeSecinfrabteictue® unt r vy
(VietNamNetBridge2017).ThatInfoSecrelated topis are pressing issues to organisations in
Vietnam further motivated this thesis to explore the practical applications of SNA methods as

an effective and efficient tool to improve organisatidnébdSecin Vietham.



1.3 ResearchScopeand Obijectives

1.3.1ResearchObjectives

| employed a CAR approachkhich pursueswo types ofobjective® scholarlyand business
objectives. The scholarly objectivesvereto investigate the formation @i InfoSecclimate
and explore the applications of SNA methdds improving organisational InfoSecThe
business objective of the collaboratmganisatiorwas to improvetheir InfoSecenvironment.

1.3.2ResearchContext

For this CAR project | collaborated withan industry partnerTTT?, one of the largest
construction enterpris@s Vietnamin operaton since 1992TTT focuses on delivering interior
design and fitting to multinational clients in Vietham and Myanmar, while its sister company

Gamma Chairs specialiss in manufacturing and exporting higuality furniture worldwide.

TTT attracts 100 to 300 projects annuadiyd employsmore than 300 permanefutll-time
employeest three offices in Ho Chi Minh City and Ha Nandmore than 800 skilled workers

at the factory complex and various construction sites in Vietham and Myanid is
respectedy clients and competitoss an innovativeonstruction enterprise itne interior

design and fitting markén Vietnam TTT prides itself on being the first construction company

in Vietnam to adoptechnologies such asistomer relationship management and enterprise
resource planning systems to support its operations. Most recently, the company pioneered the
emerging ecdriendly architecturgractices in Wetnam.

Due torapid growth, lhe top management at TT3tartedto improvet he companyos
operations and corporate imade.doing so, theydecded to pursue excellence infoSec
governancé InfoSec issues which includede mp | o yneffecisnd andinsecureuse of
confidential information andll applications had beendentified bytheir staff. For example

the disorganised files and folder on t he ¢ o ncamhingedcsticalsbesingss r s
processesuch as project biddingndincreag the risk of leaking confiential information

When | approached TT and presented my thesis proposhé top managemeiidund the

1 http:/Avww.tttcorporation.com

2 http://www.gammachairs.com.vn



proposalaligned with their busines®bjectives and agreed to collaborate with me in this

research project
1.4 ResearchQuestions

In line withtheresearclobjectivesormulatedabove this thesiseekdo answelthefollowing

research questien

RQ1: What are the factors and mechanisms that contribute to the formatson of
InfoSecclimate?

RQ2: How canSNA methods be used fonprovingorganisational InfoSec?
1.5 ResearchContributions

The contributionsof this thesis fall into three groupd) organisationakcontributions 2)

theoretical contributions and 3) methodological contributions.

This thesisproduced organisationamprovements in thénfoSec environment at TTTby
increasinghhe provision of InfoSecsupport andnfoSecinfluencebetweenemployeesSNA
methods were applied to condutrisk assessmembd quantitatively evaluate the InfoSec
environmentndto identify influential champions fiothe diffusion ofinfoSecknowledge TTT
benefitted from theresearch including through improved understanding ofnfoSec
implementationand receiving the materials and procedures developed from this thesis as a
starting point for future InfoSec improvementsIT also received a group of experienced
champions who canontinue to diffuse InfoSec knowledge in the future. Overall, the thesis
demonstrated the applications of SNA methods to improve InfoSec environment with Retwork
based interventionand provided the edection criteria for appointing influential InfoSec

champions.

The thesis offered theoretical contributions by extending current knowledge about the
determinants of InfoSec influenemd about the mechanisms and factbeg contributed to

the formation 6InfoSec climateSpecifically, | applied SNA methods to identdymp | oy e e s 6
background characteristics ardcialisationthatincreased their likelihood to exert InfoSec
influence over each other. By doing so, | examined the theory of social power(lRagen

2008) in the InfoSec context and advanced knowledge about the selection criteria for InfoSec

chanpiong®) a neglected and undegsearched topic withmportant implications| further



explored the forming mechanisms arf InfoSec climate pffering explanations beyond the
theoreticalr el ati onshi ps bet we e rsocia imfludnece yarel ecknate s oci a
perceptions (Ashforth 1985frindings fromSNA revealed the specific tgp of socialisation
thatindirectly contributed to the formation ahInfoSec climate through facilitating InfoSec

influence between employees. Moreover, the InfoSec influence nethamtkstructural
mechanisms which affected the occurrence of InfoSec inflyerreée mp | oyees d cl i

perceptions were also found to hawequeandchanging tendencies over time.

Methodological contributiagconcerninghe combined and separate uses of the CAR approach

and SNA methodsvere drawn from my reflection on the CAR prasel found that SNA

methods caenhanceheeffectiveness and rigour of the CAR approach by helping researchers
diagnose the organisational situations, design netlvasled interventionand provide

network measures to quantitatively evaluate the intetve on 6 s eThé esedf SNAene s s .
methodsfurther facilitates action researchezsearch client collaboration via the effective
communication of network visualisationlsfurther compared the CAR approach with the
collaborative pretice research (CPR) approach (Mathiassen 2002)and proposed
improvements to the CAR approach basedhis comparison and on my reflection of the CAR

project
1.6 Organisation of the Thesis

This thesis is organised into nine chaptisstrated inFigure1.1 and summarised below.



Chapter 1: Introduction

'

Research background

Chapter 2: Literature Chapter 3: Research Chapter 4: Canonical
Review Design and Methods Action Research Client’s
Profile—TTT Corporation

Y

Canonical action research process

Chapter 5: Diagnosis Stage—Understanding
InfoSec Issues at TTT and InfoSec
Implementation in the Vietnamese Context

v

Chapter 6: Action Planning Stage—Investigating
InfoSec Environment before the Change Program
and Identifying Champions for InfoSec Diffusion

v

Chapter 7: Action Taking Stage—Conducting
InfoSec Training for the Champions and
Implementing the InfoSec Change Program

v

Chapter 8: Evaluation and Reflection
Stage—Evaluating the InfoSec Change Program’s

Effectiveness
Chapter 9: Discussion and
Conclusion

Figure 1.1. Thesis Structure

Chapter 1 introduces key elements such as research context, motivation, scope and objectives
and research questiorShapter 2 reviews the extant literature with a focusmployes 6
InfoSecbehaviours andeyceptionsThe chaptealsoexplainsthe problematisation approach

that motivates and s ha CbapterB descrivedthe sesearéh dasigns e a r
and methods, focugg on the adoption of é1CAR approach artthie SNA methodsChapter 4

presentsa detailed profile of TT, the collaborating indstry partner in this CARroject The

chapter also discusses the initial meetiegveermyselfandT TT 6 s st &dmevhichl der s
the joint project properlcommencedTogether,Chapters 2 to 4 edtéish the theoretical

background and context of this thesis.



Chapter 5describeghediagnosis stagef the CAR projectonsising of two research actions.

First, | performed a risk assessment with the department managers at TTT to diagnose the
InfoSecissues in thavorkplace Second, | conducted a case study with six extdnmieSec

experts in Vietnam to understand the critical factors and methotigd&ecimplementation

in the Viethamese context. These two actions were carried optegaratory ®pswhich

provided feedback to the design of thoSecchange prograrfor TTT.

Chapter Gpresentsheaction planning stage the CAR project, where the decision and actions

to identify the influential champions for thinfoSec change program wergaken in
considerationof he pr oj ect 6s sthigsiage b0 championdvtere tdéntfiede nd o
using SNA methods and appted for thelnfoSecchange programMoreover, the networks

of the provision of InfoSecsupport andnfoSecinfluencebefore the change programere

analysedas a baseline for the evaluation of improvements.

Chapter tlescribesheaction taking stagef the CAR project, where the appointed champions
received thdnfoSectraining to equip them with the necessary skills andwedge for the

diffusion of InfoSecknowledgeto colleagues in their departments.

Chapter 8resentghe evaluation and reflection stagé the CAR project, which took place
four months after thdiffusion of InfoSec knowledgkunched at the end of tlagtion taking
stage This evaluation and reflection stagevaluated thechangesin the networksas
represerdtive of the provision of InfoSec support amdfoSec influenceafter the change
program.l alsoperformed a longitudinal SN#o explainthe formation ok mp | o pnfeSes 0

climate perceptions at TTT

Chapter Wiscussst h e CAR rgseaccitomtabutidrs grouped intahree categoriés
organisational contributions theoretical contributionsand methodological contributions
concerningthe combined and separate si9¢ the CAR approach anthe appliedSNA

methods.



Chapter 2: Literature Review

This chapterreviews the relevant literature and introdgdibe major concepts, theories and
frameworks in the behaviourhaifoSecfield. The chapter begaareviewof the development
of theInfoSecresearch field from solely focusing on techniceasureso aimingto achiewe
effective InfoSecgovernance of all factonelated to people, processes and technoldgg.
theoriesthat explain several type®f employe slifoSecbehavioursare then reviewednd
emerging trends in the behavioutafoSecresearch fieldare discussedlhe chapter then
discuses my adoption ofthe problematisation approagAlvesson& Sandberg 2011)o
explore new research dateons in this field. The knowledge gained fraims literature review
combined with the problematisation processtivated an investigation into the formation of
InfoSecclimate by applyingNA methods. The structure of this chapter is illustratddgare
2.1
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s ~

2.1.1 The Dimensions of InfoSec Research

I'd .|
2.1.2 The Development of the Behavioural InfoSec
Field

[2,1 Overview of InfoSec Field

2.1.3 Studies on InfoSec Behaviours

2.1.4 Current Trends in Behavioural InfoSec Research

L b 4

2.2.1 The Problematisation Approach

L

A4
[2.2 Refinement of Research Focus

2.2.2 Problematising Key Theories in Behavioural

InfoSec
S L
o

2.2.3 Reflecting on the Literature and Generating

Research Directions
LY A

b

B 4

2.3.1 Organisational Climate
' Y J
[2.3 Overview of InfoSec Climate and its

. 2.3.2 InfoSec Climate
Formation Process

f ™y

2.3.3 The Formation of InfoSec Climate
e J

2.4.1 The Development of SNA

4
™ R
24 Ap_ply|_ng SNA Methods to Study k—— 2.4.2 SNA and Organisational Research
Organisational Phenomena
A
;
2.4.3 Adopting SNA Methods to Investigate Formation
of an InfoSec Climate
kS A
[2.5 Chapter Summary }

Figure 2.1. Structure of Chapter 2

2.1 Overview of InfoSecField

The United StateBlational Institute of Standards and Technology (NI8&fjnesinfoSecas

dhe protection of information and information systems from unauthorized access, use,
disclosure, disruption, modification, or destruction in order to provide confidentiality, integrity,
and availability (Kissel 2013, p. 94)infoSecpractitioners and reaechers have also widely

referred to the confidentiality, integrity and availability triad as a canonical definition of
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InfoSeq refering to the objectiveof presering these three facets of informati¢Anderson
2003; Dhillon& Torkzadeh R06; Huang Lee & Kao 2006; ISO 2017; Parsons et al. 2010;
SaintGermain 2005yon Solmsé& van Niekerk 2013; Stanton et al. 2009preover InfoSec

is often interpreted as concerning risk management actiiiekley & Mcdermott 2002;
Dhillon & Torkzadeh 2006)

The definition of InfoSechas changed over the past decasiéhelnfoSecresearch field has
grown in importance andxpanedits domains. Foexamplevon Solms andvon Solms (2005)
statethat the scope oihfoSechas grown beyond the protection of data, rinfation and
softwareto includecritical business and legal implications. SimilaflyfoSecresearchs no
longer considereda discpline solely focusal on InfoSec technologies, bubne thatalso
comprises topics related é@onomicspsychologyand management arg@sderson& Moore
2009; Crossler et al. 2013lhe various dimensions of InfoSec reseaaoh discussed in the

next section
2.1.1The Dimensionsof InfoSecResearch

Von Solms (2001) idenigd 13 dimensions of thénfoSecdisciplined strateyic/corporate
governance, governance/organisationallicy, best practice, ethical, certification, legal,
insurance, personnel/lhuman, awareness, technical, measurement/mdteasiairDa Veiga

and Eloff (2007developedanInfoSecgovernance framewottkatcoveredsix majorinfoSec

domaing® leadership and governance, security management and organisation, security
policies, security program managent, user security management and technology protection

and operations. Wu and Saunders (2@bhparedia Veiga and Elofis (2007) work with the

framework described bythe SIIT 6 s Speci al P whdindopaatedhebudg8& 00 s er

dimensioninto the existingnfoSecframework.

Zafar and Clark (2009eviewed and matcheithe InfoSecresearch topicpublished in the
Basket of Eight 6s i wifhthelBiWarfornaton Segusty Feamework o ur n a
(IBM 2006). They thercategorisednfoSecresearchnto nine theme$ InfoSecgovernance,

privacy, threat mitigation, transaction and data integrdgntity and access management,
application security, physical security, personnel security lafaSec economics(Zafar &

Clark 2009) Blake and Ayyagari (2012) condedttext analysis to identify the topics of
InfoSecresearctby examiningpu bl i cati onsd® content s. Based c

these publicationsBlake and Ayyagari (2012ound 10 InfoSecresearch topi@s security

12



design and management, confidentiality and integrity, behavioural aspects of securty, user
level security, peventive and detective controls, database security, assessment, research
methodology, informatiomprotection and reuse and privacy. Most recently, Silic and Back
(20149 combined Zafar and Claik (2009)InfoSecthemes with the 1SO27002 model and

determired 13 InfoSecresearch themdgshown inTable2.1).

Table 2.1. InfoSecResearchThemes

Main theme Sub-themes
Risk assessment Risk analysis Risk estimation
Risk identification and Risk evaluation
management
Privacy Policy, practices and contro Data, rules and objects

Privacy and information
management strategy
Information security Strategy and information Information security
governance security policy advisory
Governance structure
Framework andtandards
Asset management Site management Physical asset managemen
Human resources security  Workforce security Workforce education
Organisational culture
Physical and environmental Physical asset managemen Deterrence

security Environmentakecurity Detection
Identification
Human response
Communications and Operational procedures and System planning and
operations management responsibilities acceptance
Third party delivery
management
Access control Identity proofing Identity lifecycle
management
Access control
Information systems Systems development life  Application development
acquisition, development an cycle environment
maintenance Protocols
Information security incident Network segmentation and Content checking
management boundaryprotection
Vulnerability management Incident management
Business continuity Business Process transactic Message protection
management security Secure storage
Database security Systems integrity
Knowledge management
Compliance Compliance program Standards, laws and
Information security policies regulations
Economics Information security Consumer choice
investment Innovation
Marketing

Adoptedfrom Silic and Back (2014a, g90).
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Overall, there are several overlappinfpSecdomains and dimensions in fheeviousresearch
frameworks and industrgtandardsVon Solms (2006) summarséhe development of the
InfoSec field as having progressed through fouiwvave® The first wave focusel on the
technicallnfoSecissues and their preventive measutlessecondwaveaddresseéthe policies
and management of organisationafoSeg the third wave coveed best practices and
emphasise the development dhfoSecculture andthe fourth wavefocusel on developing
effedive InfoSecgovernance frameworks that oversedrétbSecrelated matters (von Solms
2006). Based on four majtrfoSecissue® access tinfoSeg secure communication, security
management and developm@rBiponen and Oinakukkonen (2007) founthfoSecresearch
that contributedo these four issudall into theorganisational, conceptuahd technicdevels.
The organisational level concerns aspectaurhan employeesuch as their behaviours and
the policies to managihese employeesThe conceptualehel focuses on implementation
independent specification forfoSecsuch as the techniques for modellinfpSecconstraints
The technical level addresses the implementation of technical measures such as encryption
algorithms(Siponen& OinasKukkonen2007)

An important dimension ofnfoSecresearchis endusers. The management of emé er s 0
InfoSec awareness and complianedgth InfoSec policiesis an integral part olnfoSec
governance, which ithe focus of thdourth wave developmenbf the behaviowal InfoSec

field (von Solms 2006)Studies concerning erdserinfoSeccontributeto the organisational

level of workplacedinfoSec(Siponen& OinasKukkonen 2007)The research theme focusing

on enduserinfoSecis mentioned acrosssearctirameworks and industistandardsinder the
names of personnel/humavo( Solms 2001), user security managemhatVeiga & Eloff

2007) personnel securitfZafar & Clark 2009) people(Wu & Saunders 2011and human
resourcesecurity(Silic & Back 2014a)

Theresearch domaiaf enduserinfoSecis complex,contairing various topicon enduser$®
psychology and behaviou¢adnderson& Moore 2009; Silic& Back 2014ada Veiga& Eloff

2007; Wu& Saunders 2011andit has emerged as a critical $ieldl of InfoSecresearch
(Crossler et al. 2013Thisthesis, with the aim of understanding and influencing the formation

of an InfoSec climate through the applications of SNA methods to enhanoep | oy e e s 6
provisionof InfoSecsupport andnfoSecinfluence, contributes to this behaviourafoSec

research field.
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2.1.2The Developmentof the Behavioural InfoSecField

End-users hd beenexamined in the context of InfoSeefbre beingrecognisedas acritical
domain of InfoSec research andnfoSec governage For example, enrdses0 InfoSec
behavioursverecategorised as a form of organisatioimfbSecthreats, which can be internal
(e.g., disgruntled employee, bad data entemsdimodified data) and external (e.g., hackers
andcompetitors) (e.g., LogiCarr & Warkentin1992; Loch& Carr 1991; WilsonTurban&
Zviran 1992; Wood& BanksJr 1993) Insiderthreats receivitthe most attention at that time
and Straub (1990) developed the welbwn general deterrence the¢@DT) in theInfoSec
context, that internal InfoSec violations can be deterred bgndu s e pescéptions of the
sanctions for their potential violation&oodhue and Straub (1991) proposed and tested a
theoretical modefor endusesd psychological satisfactoriness lffoSecmeasurestinding

little about the predictors of such satisfactoriness.thiberetical modelproposed by Straub
(1990) and Goodhue and Straub (199&re the first attempts to understamshdu s er s 0

perceptions ofnfoSecrelated matters.

End-usesd psychological fators and processeslaed to InfoSecgradually received more
attention from practitioners and research@sthese factorsgendusesd InfoSecawareness
emerged as a key topiiscussedn many academic publications and industry guidelines (e.qg.,
Gaunt 2000; Hawkinsren & Chouw2000;Guttman & Roback995; SasseaBrostoff & Weirich

2001; Siponen 2000a, 2000b, 2001; Thom&oron Solms 1998; Wood 2000). Kabay (1994)
lookedbeyond insidethreats and discussed a variety of psychological factors and processes
(i.e., persuasion, compliance, group and prosocial behaviours) and sugg&sigdhese
factors and processes into consideration when implemefrtfoec policies. Harrington
(1996)found that codes of ethics could affect spedifioSecabuses (e.g., sabotage, fraund
viruses)and suggestethfoSecmanagersmplement ethics codes to strengthen their effects
through top management support awdntinuously reminding endsers aboutthe
consequences trifoSecabusesAdams and Sasse (1999) argued thatwessats should not be
viewed as the enemies of organisatidnBdSecandemphasised us@entrednfoSecpractices

to motivateendu s er s6 cooperati on ilmfoSetai nt aining org

Dhillon and Backhougs (2001) literature review called for more reseanchthe socie
organisational concepts relatedltdoSec Enduser InfoSec awareness remained an under
researched area of humeslated InfoSec conceptdzrom 2000 onwards,heoretical

frameworks and modefsr determirning the socieorganisational factors of endl s elnfaSéc

15



behaviours were developed and validatedjching the knowledgen this area (e.gAytes&
Connolly 2004; ChanNoon& Kankanhalli2005; Doherty& Fulford 2005; Leach 2003; Lee
Lee & Y02004; Schultz 2002; Stanton et al. 2003).p@fticularimportance was$tanton et
al.6 $2005) researchwhich classifie InfoSecbehaviours into six types according éad

userso6 expertise ( etemqia (nalicious, neutralr benezojent)tha d

taxonomyof which isillustrated inFigure 2.2
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Figure 2.2. Taxonomy ofEnd-User®d | n f en&iews B

Adoptedfrom Stanton et al. (2005, p. 127)

t hei

InfoSecbehaviours can be intentional destruction or detrimental misuse, dangerous tinkering

or nave mistakes and aware assurance or basic hygiene, dépgmh endu s e levsl @f
technial skills (Stanton et al. 2005). Stanton et al. (2005) provided sewanalptes for each

of thesdnfoSecbehaviours, such as sabotage or stealing data (intentional destruction), sending

spam messages (detriment al mi suse) ,

conf i

setting weak passwordagve mistakes),InfoSecconpliance (basic hygiene) and notifying

InfoSec vulnerabilities (aware assurance). Basedthlis taxonomy of endi s e InfeS&c

behaviours, future research can focus on identifying the antecedemtsreseduences of each

type ofInfoSecbehaviours.
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2.1.3Studies on InfoSecBehaviours

From 2005 onwards, a substantial number stiidies identified the antecedents and
consequences of enuser® InfoSecperceptions and behaviours contribgtto the effective
management ofnfoSec Most studiesemphasisé endusesd compliance orcompliance

intention, whilesomeinvestigatednfoSecviolations orintention to commitnfoSecabuss.

Forexample SiponenPahnilaandMahmood(2007) determineche antecedentsehdu s er s 6

intention to comply and actual compliance. These antecedentendu s eperseptions of

thelnfoSecthreatsperceivetpr ot ect i ve me as u,regponse effidadyeselt i vene

efficacy and perceivedsanctions.Further research(Pahnila Sipanen & Mahmood 2007)
identified endusesd attitude towardsinfoSe¢ normative beliefs,perceived facilitating
conditions, habitsand rewardsas additional factors of actual compliance and compliance
intention. These findings were replicated aexpanded onby later studies (Bulgurcu
Cavusoglu& BenbasaR010a; Heratl& Rao 2009a, 2009b; Johnst&nWVarkentin 2010; Lee
Larose& Rifon 2008; Ng Kankanhalli& Xu 2009; Son 2011; Van¢&iponen& Pahnila
2012) Other factorsontributing toendusesd InfoSeccompliance angompliancentention

were also determined, such as moral reasoning and values (Myyry et al. 2009), national culture

(Dinev et al. 2009), management support (Posey, Robers 2011), perceived technical
protection (ZhangReithel& Li 2009) and social leaning (Warkentin Johnstor& Shropshire
2011).

Alongside thefocuson predictinginfoSeccompliance and compliance intention, other types
of endusesdInfoSecbehaviours and perceptions were iniggged. For example, researchers
explored characteristics trifoSecpolicies andheir impacts orendu s e engagement with

policies (Boss et al. 2009; BulgurciCavusoglu& Benbasat2010b; Foltz Schwager&

Anderson2008; Shaw et al. 2009)iang and Xue (2010) examined the effecteofiu s e r s 0

threat and coping appraisals on thHeifloSecavoidance behaviopand Rhee Kim and Ryu
(2009) focused on the antecedents of-eHltacy and its impacts oandu s e techrial

InfoSecpractice, intention to strengthémfoSecand cardor InfoSecbehavious.

With regardto undesirableinfoSecbehaviours, WorkmarBommerand Straub(2008) found
that threat and coping appraisalscanreduncku s er s 6 olmfidSecsne as® u D € s .
and Hovav ( 20, Hévavana Galettadi2000Yinvestigated endsesd InfoSec
misuseandfound thatinfoSectraining and monitoringnhfoSecawareness, moral judgement,

seltefficacyand virtual statusletered such misuse and its behavioural intention. Hovav and
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D6 Ar cy fourd8irildr)findings but the results were varied across #raericanand
Korean samplesuggesng the impact of cultural values on deterrent effe€tsther studies
haveidentified theantecedents ahalicious and nomaliciousinfoSecmisbehaviours, such
as perceived beiits (Hu et al. 2011), neutralisation techniq&gonen& Vance 2010)
perceptions of organisational justice and computer monitoring (Posey, Behaét2011),
perceived lack of attributed trug?osey, Bennett Roberts 2011 )attitude, workgroup e,

perceived risks and sanctions (Guo et al. 2@htl) seHjustification (Kajtazi et al. 2013).
2.1.4Current Trendsin Behavioural InfoSecResearch

By 2012, the behaviourdhfoSecfield had achieved some level of maturity as systematic
reviews and opinion articlésegunto appear andonsolidate research findings within the field
(e.g,Crossl er et al. 2013; Guo 2013) . For exan
prior researcesadoptingGDT (Straub 1990) which had produced inconsistent findings about

the deterrent effects omfoSec misbehavioursandD6 Ar cy and HKHuggesteadh ( 20

exploring contingency variables to explain such inconsistency.

Padayachee (2012) forwardadaxonomywhich summarised thé&ctors motivatingnfoSec

compliant behaviours. This taxonomy followed skle t e r mi n a t(Deci& Edhtare or y 0 s
1994; Gagné& Deci 2005) premises that human behaviours are driven by the five types of
motivatiord external regulation, introjection, identification, integration and intrinsic

motivations (se€&igure2.3).

Amotivationdescribes the state of lacking motivations which leads to having no intentions for
performing behaviour@Gagné& Deci 2005) People feemotivated and develop behavioural
intentions when they realisewards and punishmer(ise., external regulationswhile others

may feel motivated to take actions as their-ssttem and ego are involved in performing the

tasks(i.e., introjected regutions.

It must be notethat people motivated by introjected regulation are still controllea foym

of extrinsic motivatior(e.g., performing a behaviour because that bebawakes the person
feel worthy) (Gagné& Deci 2005). With identified reguli@in people have greater freedas
they are motivated to perform behaviowisich match their goals and identities (e.g., being a
doctor implies haing to take care of patients). Moreoy@eople motivated byntegrated
regulationfully understand that their behaviours are integralspatitheir personal identities

(e.g., people who work as nurses while being comfortable with taking care of othenem)
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(Gagnée& Deci 2005).0Opposite to amotivation imtrinsic motivation the state of being
motivated to perform behaviours solely by the enjoyment and autonomy of doing so. The
enjoyment in performing behaviours distinguishes intrinsic motivation from integrated
motivation (Gagné& Deci 2005).

Based on Gagné and Déc(2005) sk-determination theory, Padayacte¢2012) taxonomy
categorised the antecedentdrdfbSecbehaviours into extrinsic motivation (e.g., deterrence,
rewards, social climate, threat and coping appraisatg] intrinsic motivation (e.g.,
commitment, competere andethical). Further, amotivation (e.g., apathy, resistdoeeselt

controlandincompetence) calead toundesirabldnfoSecbehaviours (Padayachee 2012).

Intrinsic
Motivation

Extrinsic
Motivation

Identified
Regulation

Integrated
Regulation

Introjected
Regulation

External
Regulation

Absence of Contingencies Self-worth contingent Importance of Coherence among Interest and
intentional of reward and on performance; ego- goals, values, goals, values, and enjoyment of the
regulation punishment involvement and regulations regulations task
Lack of Controlled Moderately Controlled Moderately Autonomous Inherently
Motivation Motivation Motivation Autonomous Motivation Autonomous
Motivation Motivation

Figure 2.3. The Self-Determination Continuum

Adoptedfrom Gagné and Deci (2005, 336)

Sommestad et al. (2014) and Silic and Back (2Dbbth conducted systematimfoSec
literature reviewswith the formerfocusedspecificallyon behaviouralnfoSec Sommestad et
al. (2014)produced dist of the bestpredictorsof InfoSec compliance andoncompliance
(actual and intention to perform(.e., absolute Beta coefficient of impact émfoSec
compl i ance 0&5) dndvaistpredgters(i.@., absolute Beta coefficient of impact

00.10),assummarised ifrable2.2
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Table 2.2. Predictors of Compliance andNoncompliance @Actual and I ntention to

Perform)

Predictor

Actual behaviour

Intention to perform

behaviour

Compliance Incompliance Compliance

Incompliance

Attitude

Perceived behavioural control
Descriptive norm

Subjective norm

Intention to comply

Intention to misuse

Perceived celerity of sanctions
Perceived certainty of sanctions
Perceivedseverity of sanctions
Perceived cost of noncomplianc
Self-efficacy

Response cost

Response efficacy

Perceived benefits of
noncompliance

Perceived vulnerability
Perceived severity of incident
Threatappraisal

Attachment

Involvement

Organisational commitment
Perceived extrinsic benefits
Perceived formal risk
Perceived informal risk
Perceived intrinsic benefits
Perceived risk of shame
Awarenesgprogram

Computer monitoring
Conservation

Conventional reasoning
Habits

InfoSecpolicies

InfoSecpolicy fairness
InfoSecpolicy quality

Moral beliefs

Neutralisation

Openness to change
Perceived identity match
PerceivednfoSecclimate
Perceived justice of punishment
Perceived legitimacy

N R PR

8

1
1
8

P NDNW N ADNOOFLPDNDN

2
1

N

PP WRDNWRRPRPR
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Perceived usefulness 1

Perceived value congruence 1

Preventive security software 1
Satisfaction 1
Self-defenceantention 1

Visibility 1

Adoptedfrom Sommestad et al. (2014, pp.i58). The table contains 46 variables extracted from 29 studies
conducted between 1996 and 20dtlich Sommestad et al. (2014) deemed acceptable for inclusion in their review.
The figures indicate the number of studies that examined these variables.

Sommestad et & (2014)and Padayachée (2012)reviewsboth containecthree theoretical
models predbminantly adopted by priostudie® the theory of planned behavioyiTPB)
(Ajzen 2011a)GDT (Straub 1990pand protection motivation theorfPMT) (Rogers 1975).
Less commonly adopted theories were social control theory (Hirschi a889ational choice
theory(Paternoste& Simpson 1996)Theliterature reviews focusing oninfoSecbehaviours
conducted by Lebek et al. (201dndWarkentin and Mutchler (2014)onfirmedTPB, GDT
andPMT as the key theorigaost frequentlyadopted in théehaviouralnfoSecfield.

While several studies from 2011 onwards continued to examine and &agmddominantly

adopted theoretical mode{Burns et al. 2017; Hanu& Wu 2016; Ifinedo 2014; Siponen
Mahmood& Pahnila2014; Sommestadarlzén& Hallberg2015a, 2015b; Van¢&iponen&
Pahnila2012; Warkentin et al. 2016pthes explored the contributing factors &fifoSec
behaviourswvhich reflect more ofendusesdpersonal characteristicBor exampleKajzer et

al. (2014), ShropshiraVarkertin andSharma( 2 01 5) , Mc Cor mac et al
Testik and Chouseinoglou(2016) investigated erd s er s® uni que persona

impacts orinfoSecperceptions and behaviour.

A closer examination ofurrent trends reveals another chargf focusin the behavioural
InfoSecfield; there is now more focus on endesdinteractions with thénfoSecenvironment.
Willison and Warkentin (2013) adjusted the security action cgdiginally developed by
Straub and Welke (1998) add@rekinetic eventsd The original security action cyc{8traub
& Welke 1998)describé four security action® deterrence, prevention, detecti@md

remedied shown inFigure2.4.
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Figure 2.4. Security Action Cycle

Adoptedfrom Straub and Welke (1998, $46).

The adjustment of the security action cycle proposed by WilasaiwWarkentin (2013) added

the prekinetic events component before the deterrence a¢sioown inFigure 2.5). They

explained that pr&inetic eventsan result fromthe interaction between employees and their
organisation, includg e mpl oyeesd positive pwherepetgntiall ons o
perpetratorglo not have anynotivesto commitinfoSecviolations. Pre-kinetic eventsalso

include the negativeperception of organisational injustice, disgruntlement or dissatisfaction
andneutralisation (i .e., mechani s ms of mor a
violations) which can develop theintention to commitinfoSec violations (Willison &

Warkentin 2013)
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